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Why LUCySe4RE? Se4RE
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* A lot of small organisations shape our R&E community
* No security monitoring

* Lack of competences, interest and budget

« New EU directives show up quickly such as NIS2, CER ...

» LUuCy aims to improve overall cybersecurity maturity and awareness
within R&E

» Respect our philosophy of using open-source
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The long way 1o LUuCySe4RE
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The LuCySe4RE framework objectives

deploy innovative
cybersecurity
solutions and make it
available to
organisations in the
Luxembourg R&E
sector

teach and raise
awareness of current
cybersecurity threats,
countermeasures,
and usage of
relevant tooling

low-cost project for
NRENS and provide a
service for R&E
community without
additional costs

assess the status quo
of cybersecurity
preparedness and
improve it
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Let’s set the perimeter ...

* |Infroduce a cenftralised solution for R&E community
« Collect cybersecurity events

 Threat detection

Restena
CSIRT

«  Monitoring, alerting and reporting

* Incident response via CSIRT feam

« Access to dashboards for institutions

events \
System Inputs

A

« Dedicated Trainings L
. / events \/
«  Cybersecurity awareness resources NREN Community

- Conferences @ M $ @ @ % @

R&E institutions

« Security maturity assessment
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Community benefits

+ Toolset adapted to R&E needs . Tl
+ Better detection of sector specific o

threats %
« Beftter preparedness due 1o 4 o ﬁ]

events ol \
r| System Inputs
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community knowledge

K ! / events \\/

- Compliance with new European NREN Community
directives [@ @ $@ @ @ $ J
R&E institutions

« Low costs for R&E institutions
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So who is LuCy?

I

Based on open-source technologies
only*

S —>
Restena
CSIRT

Hardware has been reused and new
hardware purchased
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« On premises

/ events \/
NREN Community

- Establishing a SOC team 99599595 $ S -

R&E institutions
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Current LuCySe4RE state of architecture
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Current LuCySe4RE state of architecture
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Capture & Analysis

Leek: parsing of network traffic
Suricata: Online and Offline

- Online: live network

- Offline: PCAP files

Whalebone: secure DNS resolution
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Current LuCySe4RE state of architecture

" Collect | Collect & Parsing
&
Parsing
Fluentbit: Log collector
y - Acquisition of logs per institution
fluentbit

Logstash: Parse & fransform data

g - Compatibility with Opensearch
logstash

. 4
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Current LuCySe4RE state of architecture
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Storage
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OpenSearch
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OpenSearch
Dashboards

NGiNX

Storage & Visualization

Why OpenSearche
« Cost of acquisition and maintenance
« No external cloud usage
+ 100% control of the data

+ Opensourcel!
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= (il Dashboards WEB - Dashboard Full screen Share  Clone  Reporting & Edit a &
5 Search

DL )~ Last 24 hours Show ¢

:

(B Add filter

WER - Filter WEB - Status codes WEB - Client map WEB - URLy

A Server

Sale > - . N
Select. ‘ ) - . L . . server.hostname: Descending url.path: Descending Count
o - . : . . = webmail.restena.lu /services/ajax. php/horde/topbarlpdate BO335
: ., i 3 . .
’ - p 0 ’ - .. wiebmail restena.lu [services/ajax. php/imp/showMessage TTTa
200 (66.62 - 1 : o ER Y . .
- i . —_—
- . X E K. . 5 wiebmall restena.lu Jlogin.php 27035
> . 1 . : Tor) webmail.restena.lu /services/ajax. php/imp/pell 26626
’ . - L webmail restena.lu / 15780
WEB - Servers WEB - Request methads ' . " .
@ webmall.restena i @ GET . - webmail restena.lu (servicesfajax php/imp/deleteMessages 15702
& wwwrestena.ly @ POST . . - webmall restena.lu {imp/dynamic php?page=mallbox 15198
® restenaly ® HEAD . by ) P =
- webmail.restena.lu /servicesfajax. php/impfviewPort 13714
@ loginrestena.lu @ OFTIONS
@ cooperationlacs.da... @ FROFFIND webmail.restena.lu /services/ajax. php/imp/dynamicinit
webmail
ther ther . r— " .
@ the @ Othe " webmail. restena.lu /mpjsmartmobile.php 11344
Map s & Ppanitees ap cotrizutar €12 3 45 o
WEB - Logs
1-50 of 1734208 {12 3} 45 1 >
Time http. response.status_code client. hostnane elient.ip client.geo.country_name server hostname url.path http. request ., nethod http.request. referrer
3 ze9 X China lg.restens.lu fexecute.php POST
y 224 7 e Lusenbourg login. rest faimplesanlphp/assets fbass/{s/post. {sitageczeer GET simplesanlphp,/module. phpfcore
161 LB252, 698 ¥ 3 LEHDHT 860G
A5Ta3105ThAIARTTpSESA Flogin. resten
saml. dpR2Fss0Seryice. ph
2FN2s2Fwebmad L. restens. Lu
Lle.phpsiSiFsan s i52Fspsl5iFmetadata. phpsl i Fuser -SANLS IS
Relay ok TPSSES. IFWebmat L, restena, L
n.phpkz5conkieTimeNanaT 23
Y p3:ic] - .199 Chinma lg.restena.lu execute.php POST =
y 1T} France webmadi L. restena. lu services/ajax. pp) 1 https: / fwebmnadl. restena. lu/dmp/dynanic. phpTpage=mai Lhox
3 United States restena. lu / GET
] 2024-10 oo 2e01:iTe G34:40L2936:68 Luxembourg webaail. rester fservices/ajax.php/inp/showmessage POST hteps: [ /webnaf L. restens . lu/1mp/dynanic . phoTpagesnal Lbox
3 D24 10-07 Ll Luzembaurg legin. restena. lu faimplesanlphp/msodule. p WEEMPass Al POST hreps: f/lop restena. |

Te=_ A BET 2ERBATHSSE
.| N

DEE3ARFFEIFlogin, restena , luNzFsimolos anl phox

Ba5Ta3F0ST)

thstates

aginuserpass,

AST23205ThRIARTT DS Flogin. rostona. lukaFsimolosani -

LuCySe4RE @

restena

netwaork - security - lu




Suricata offline and online
Syslog from institutions
- collection fluentbit

Custom Opensearch
Dashboards available to

institutions

Cooperation with DNS4EU for
DNSFirewall

LuCy data pipeline
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&= LuCy pipeline with institutions

11 | /== \
EEK
. )1\'( vmware ’ b oioct
- VM template provided by Restena e
N
* VPN funnel to send logs & dashboard view &
- Permissions handled on OpenSearch Gc?aiiﬂiii"“ Aogregators .% )
+ Retenftion period depends on instifution i:m%
k < OpenSearch iﬂ% e j
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s, ] Awareness and education

«  Awareness-raising and prevention material
« Best practices and posters

* Training courses
* A collaboration with the Luxembourg Digital Learning Hub

« A wide variety of topics as for example:
Incident management, Ansible, DNS Security, IPvé (no comment pls)

- Conferences

« Cyberday.lu (save the date: 09 October 2025)
- Dataprivacyday.lu (save the date: 28 January 2026)
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/ Assessing the R&E security maturity level

- Have a KPI for the impact of LuCySe4RE on overall security within
R&E community

* Provide maturity level of R&E institution
* Where are the flaws
- Good argument for motivating management to invest in security

* Pre & Post implementation assessment
« The security assessment for the PRE-implementation phase has been realised
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/ Assessing the R&E security maturity level

il
Restena CISO l l

&

R&E Institution CISO

1SO27001:2013

X
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/ Assessing the R&E security maturity level

* Digging deeper into the security maturity assessment results
* The requirements identified during the proposal are confirmed here
* Some weak points taken from the security maturity assessment to highlight here are:
* Training and awareness
* Incident Management
* Vulnerability management
* Internal security best practices

* A lot of effort has already been put in
* Risk Management
* Regulatory and privacy
* Business continuity planning
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M| Closing words

LuCySe4RE is ongoing work

LuCySe4RE is an open-source platform with an elaborated R&E focussed
education framework

In-house RESTENA integration

Paves the way to comply with new Critical Entities’Resilience (CER)
European directives: Network And information System Security 2 Act (NIS 2)
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Thank you and
see you next time LuCy!

Secu ring Whatﬁl\"atters Cynthia Wagner & Denim Latic
<Prague.CZ><8-10 April 2025>
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